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Summary

Industrial companies continue to face significant headwinds as they roll out
digital transformation across their operations. It becomes increasingly diffi-
cult for companies to achieve year over year improvements after recording

initial gains, particularly as their systems be-
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integrated hybrid data infrastructure, which achieved using a fully integrated hybrid data in-

can be a catalyst to reaching new levels of
operational resiliency and sustainability.

frastructure, which can be a catalyst to reaching

new levels of operational resiliency and sustain-
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ability. ARC advises its clients to ensure that
data collection is reliable, secure and immediate; data platforms are vendor-
neutral and feature a hybrid industrial data infrastructure integrated from
edge to plant to cloud; and data can be easily consumed by a wide range of
analytic solutions developed in-house or offered by trusted partners and ser-

vice providers.

Industrial Companies Face Pressing Issues and Challenges

Industrial companies face more pressing issues and challenges today than
ever before, including the need to respond to sustainability demands, which
include decarbonization, GHG tracking, ESG reporting, circular economy,
energy management, ethical sourcing and tracking, and environmental and

social citizenship. Decision makers must also address the need for operating
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resilience, which includes protecting against unscheduled downtime and as-
set failures, ensuring product fulfillment, protecting personnel, sustainably
managing workforces, and enhancing cybersecurity architectures. Improv-
ing resilience requires that companies break down physical and
organizational boundaries to better serve their workforces, connect teams,
and enhance real-time collaboration between operations and other stake-
holders such as leaders of digital transformation, sustainability, asset
maintenance and energy management. Industrial operators must also find
solutions that help supply chains maintain their integrity, agility, and flexi-
bility in the face of constant change, enabling the company to respond
immediately to market demand and shifts in material availability.

Top Reasons to Address Sustainability Topics

Improve operational efficiency

Align with our goals, mission, and values

Build, maintain or improve corporate reputation

Meet consumers expectations

Regulatory compliance

Increase profitability

Meet industry norms or standards on sustainability
Respond to competitive pressurefimprove competitive..

Make a tangible, positive impact on an issue

Develop new product/service opportunities

Meet expectations of supply-chain partners

Meet investors' expectations

Attract, motivate, and retain employees

Availability of financial incentives

None of the abave

Source: ARC Digital Transformotion, Sustainability and 0% 50 10% 159, 20% 250, 30%

Technology Survey, Q4 2023, n=423

The Number One Reason Manufacturers Address Sustainability Is to Improve Operational Efficiency
According to ARC Advisory Group Survey of 423 Manufacturers in the Fourth Quarter of 2023

These pressing issues and challenges also include the increasing complexity
of manufacturing processes, driven by an ever-growing number of product
and packaging variants, growing regulations that differ by country for prod-
ucts with global markets, and increasing requirements for traceability. The
management challenge is compounded by the shift to a smaller and less ex-
perienced workforce in need of easy-to-use productivity tools, such as for
knowledge capture and deployment of new workflow. According to a recent
ARC Advisory Group survey, the net result of addressing issues such as sus-
tainability, operational resilience and increasing complexity is the

opportunity to substantially increase operating efficiency. This is because the
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desire to achieve year over year improvements in KPIs such as OEE, financial
performance and productivity will drive innovation and lead companies to

try new optimization techniques that once seemed unnecessary.

Learning Where to Apply New Technology

Learning when and where to apply technology solutions is key to overcom-
ing pressing issues and challenges. The ability to make informed decisions
faster and respond to changes in real time is based on having accurate, rele-
vant, and contextualized information. Additionally, data-driven automation
can streamline workflows, freeing up human resources to focus on more cre-
ative and strategic endeavors. Market leaders will be the first to effectively
apply smart technologies such as industrial Al to deliver actual results such
as automating routine tasks, analyzing large datasets, and deriving actiona-
ble insights with greater speed and accuracy.
Smart Technology Adoption

Cloud

Analytics

Sustainability tracking and reporting

Edge to cloud integration

Software Platforms with microservices
B Implemented/
loT Implementing

Edge compute

03 Years From

Artificial Intelligence
9 Now

3D Printing/Additive Manufacturing
Physical Robots = Not Considering
Augmented/Virtual Reality

Simulation and Digital Twin

Source: ARC Digital Transformation, 0% 2 [:;0/0 4{; [ 6[:; o4 8[:; 0g

Sustainability and Technology Survey, Q4 2023, .
n=515 ARC Advisory Group

New Smart Technology Adoption by Industry Today and New Smart Technology Adoption in Three Years
According to ARC Advisory Group Survey of 515 Manufacturers in the Fourth Quarter of 2023

Today’s smart technologies have the power to deliver a better employee ex-
perience and give less experienced decision makers the benefit of existing
industrial intelligence. For example, industrial AI adoption across IT, OT,
and ET systems, processes, and teams will likely be used to help fill work-

force gaps and prepare new workers. Delivered on wearable devices using
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technologies such as Augmented Reality, Virtual Reality, or a Mixed Reality
combo of both, these technologies will encourage companies to invest in, and
value, high quality.

Automation and control system modernization remains one of the major is-
sues faced by manufacturers, which requires fully integrated hybrid data
infrastructure and management to implement. Legacy installed systems of-
ten do not meet the requirements to leverage technologies such as digital
twin, cloud computing, advanced process control, predictive and prescrip-
tive analytics, AR/VR, AI/ML, edge computing, and remote and
autonomous operations. Cloud-based solutions are virtually essential for
meeting the challenges of modern industry. Organizational and systems con-
vergence, the pressure to reduce risk, expenditures, and carbon footprint,
plus other factors are driving companies to seek out partners who can help
them modernize their operations to address sustainability, operational resil-

ience, and manage the increasing complexity of manufacturing processes.

Achieving ROI Year After Year

Industrial leaders are driving ROI and achieving strong year-over-year re-
sults through digital transformation, IT and OT convergence, and flexibility
of the underlying infrastructure that adapts to new use cases. Optimizing

operational excellence results in fewer process upsets, production improve-

ment, and a more reliable supply chain.

Industrial leaders are driving ROl and Progressing towards sustainability, Net Zero
achieving strong year-over-year results and ESG goals results in lower energy con-
through digital transformation, IT and OT sumption, fewer product reruns and less

convergence, and flexibility of the underlying

. rework, more efficient raw material usage, im-
infrastructure that adapts to new use cases.

proved waste elimination, and meeting circular

economy initiatives. Democratizing data usage
is a direct result of the convergence between IT and OT, as an example, which
provides an integrated, digitalized approach that increases interoperability
and flexibility, reduces CAPEX and OPEX expenditures, increases produc-
tion efficiencies, decreases unscheduled downtime, and improves overall
profitability. Integrating data with analytics facilitates a faster proactive re-
sponse to changing conditions with digital transformation accelerating, for
example, data visualization that allows for faster interpretation and better
decision making. Integrated data with analytics supports on-the-spot data

and information analysis leveraging complex analytics and provides a

©2024 « ARC + 3 Allied Drive « Dedham, MA 02026 USA « 781-471-1000 » arcweb.com


http://www.arcweb.com/

ARC View, Page 5

presentation format that optimizes user comprehension. None of the indus-
try challenges that are addressed via Industry 4.0, digital transformation and
smart technologies can be deployed without the convergence of IT and OT.
This convergence is helping these plants address legacy automation assets
that often need IloT technology to be connected to the cloud or to act as edge
devices, often by the addition of smart embedded devices to the asset.

Key Principles to Follow

Data Collection Must Be Reliable, Secure, and Timely

Obtaining quality data is key to successful digital transformation. Having a
fully integrated hybrid data infrastructure and management ensures quality
data. There is no digital transformation, and you cannot achieve the single
version of the truth without quality data. For example, asset management

and reliability are areas that have seen a significant increase in investment in

recent years, as the benefits of extending asset
Obtaining quality data is key to successful digital  life, avoiding outages, and reducing rework
transformation. Having a fully integrated hybrid — are so impactful to the bottom line.

data infrastructure and management ensures

quality data. There is no digital transformation, With the rise of the Internet of Things (IoT),
and you cannot achieve the single version of the

new challenges have emerged in collecting and
truth without quality data.

advanced analytics; asset managers must col-

lect and analyze vast amounts of data in real
time, which has revolutionized the way they approach maintenance and re-
liability. By using sensors and other connected devices, they can monitor the
health and performance of assets in real time and use predictive analytics to
forecast when maintenance will be required. Predictive maintenance helps
companies save time, reduce costs, and improve the overall reliability of their
assets. Another key area of digital transformation in asset management is the
use of Industrial AL Al can be used to analyze larger data sets and identify
patterns and anomalies that may not be immediately apparent. By using Al,
asset managers can identify potential issues before they become critical and

take corrective action before the asset fails.

Data Platforms Must Be Integrated and Vendor-Neutral

Data platforms must be vendor-neutral and feature a hybrid industrial data
infrastructure that is integrated end-to-end from the plant to the cloud. This
ensures that data can be easily used by a wide range of solutions in-house as

well as by trusted partners and service providers. Industrial companies seek
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platforms that are open and vendor agnostic, not platforms that are proprie-
tary to any vendor, and can communicate with all operations technology and
information technology assets. Hybrid is also critical as most industrial com-
panies have a combination of data stored on the plant floor, edge devices, on-
premises servers, and the cloud, which make it critical that data platforms
can be integrated from the plant floor to the cloud.

Data Should Be Available to a Wide Range of Decision Makers

The convergence of information technology and operations technology
(IT/OT convergence) is progressing rapidly as industrial organizations real-
ize real-time performance data is not only critical to engineers on the front
lines of operations, but also to analysts looking for economies or sustainabil-
ity improvements at the enterprise level. Rather than a trend, ARC Advisory
Group believes that this convergence between IT and OT will become per-
manent, representing a true technology fusion. Collaboration with real-time
data sharing between decision makers in OT and IT is essential for businesses
to compete. A single, hybrid industrial data infrastructure can deliver true
IT/OT convergence. Manufacturers and other industrial organizations today
face the increasing demand for tighter, data-driven integration with suppli-

ers, service providers and customers.

ARC Advisory Group Recommendations

A fully integrated hybrid data infrastructure goes a long way toward ad-
dressing the pressing issues and challenges that industrial companies face.
Expanding from the traditional on-premises architecture offers advantages
for achieving sustainability, increasing operational resilience, and dealing
with the increasing complexity of industrial processes. ARC Advisory rec-
ommends the following to ensure there is a strong industrial data

foundation.

e Connect data, apps, and people. Ensure your industrial data platform
has the power to dynamically transform raw industrial data into infor-
mation formatted specifically for use by other digital assets and people
with a broad range of backgrounds, to make the best possible decisions.
Look for platforms that leverage a library of algorithms and methods for

tasks such as data cleansing, reconciliation, analysis, and transformation.

¢ Commit to neutrality. Select a data platform that is capable of integrating

data from disparate proprietary and operationally focused systems that
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can range from state-of-the-art to 30-40 years old and from a wide range
of vendors. Creating a single source of truth is the foundation your oper-

ations engineers and data analysts need to develop insight.

o Ensure edge visibility. Real-time data ingestion, scalability, and stand-
ardization are as essential at the edge, as they are on-premises. No critical
operation, no matter how remote, should be left out of the picture. Inte-

grate data at the edge, as close to the raw data as possible.

e Maintain strict enterprise security. With increasing integration of cloud
infrastructure into operations and IT/OT convergence, IT organizations
must be consulted to ensure critical data is protected from unauthorized

access and local regulations on data storage are followed.

¢ Integrate with analytics. Data alone can go only so far. Put data-driven
insight to work through integration with purpose-built analytics tools
that allow companies to detect anomalies, model relationships, and gain
operational efficiency. Explore automation to reduce the time from anal-

ysis to results.

Hybrid Industrial Data Infrastructure: Key to Achieving Year-over-
Year Results with Digital Transformation

ARC recommends that industrial companies implement a hybrid data infra-
structure that is open and agnostic; capable of seamlessly connecting data,
analytics, and applications; and allows users in different functions to easily

turn data into decision-ready information that drives results.

For further information or to provide feedback on this article, please contact the au-
thor at cresnick@arcweb.com. ARC Views are published and copyrighted by ARC

Advisory Group. The information is proprietary to ARC and no part of it may be
reproduced without prior permission from ARC.

©2024 « ARC + 3 Allied Drive « Dedham, MA 02026 USA « 781-471-1000 » arcweb.com


http://www.arcweb.com/
mailto:cresnick@arcweb.com

